Abstract: With the advancement of cloud computing application and research, there is a lot of data interaction between the users and the cloud computing platforms where exists a threat to the transmission and storage of users' data. Providing an efficient revocation mechanism for identity-based encryption (IBE) is very important since a user's credential (or private key) can be expired or revealed. For the current identity-based encryption program is not anonymous. We construct a new identity-based anonymous encryption scheme (AIBKE) based on the character of bilinear group and the bilinear DH. The new scheme not only solves the problem that the existing scheme can not protect the privacy of the receiver, but also ensures anonymous that both sender and receiver of the signcryption program. The scheme can satisfy both semantic security, unforgeability, and anonymity.
Introduction
Identity-based cryptography is a special public key cryptography, it was originally designed by the RSA cryptographic algorithm co-inventor Adi Shmai who proposed this identity-based encryption algorithm named IBE (Identity-based Encryption) in 1980's. Shamir initially proposed the mechanism is to simplify the traditional public key infrastructure in the CA public key certificate management [1] . The basic of idea is to bind the user's identity to public key which the user's identity information is the user's public key in the most natural way.
In the identity-based cryptosystem, there is a credible party called the private key generation center (PKG, private key generator), a file can be responsible for the user in the system that generate identity information corresponding to the secret key. After confirming that the identity information does belong to the corresponding user, which was generated corresponding key and secretly transmitted to the user. When you need to use the public key of a user in the system, you only need to know the user's identity information without obtaining and verifying the user's public key certificate. We can use Bob's email (bob@sina.com) as his identity when Alice sends an encrypted message to Bob, it is only necessary to use the identity information of bob@sina.com as a public key for encryption. This shows that identity-based encryption simplifies the public key management process, thereby avoid the various drawbacks due to management of public key certificate in traditional public key cryptosystem. The brief process is shown in Figure 1 . Figure 1 . The process of E-mail encryption While under the concept of identity based cryptosystem identity-based signature, an identitybased signature scheme (IBS) is proposed. Compared with the traditional public key signing scheme (Public Kay Signature, PKS), these IBS schemes have no obvious advantages, even when the PKS program's signature and certificate use short signatures, the efficiency will be better than most IBS programs. In 2001, Boneh, Franklin [2] and Ohgishi, Kasahara [3] and Crocks [4] respectively proposed three identity-based encryption schemes, thus opening a new chapter based on identity cryptography research. Among them, Crock's program is based on quadratic residual problems, but there is a quadratic residue problem that does not cause much reaction.The Boneh and Franklin's scheme and Ohgishi and Kasahara's program both use pairs of operations that satisfy the bilinear mapping, besides Boneh and Franklin proved that their program in the random oracle mode can meet the anti-adaptive choice of identity and selected the ciphertext attack indistinguishable security (IND-ID-CCA). In the random oracle model, it is proved that their scheme can meet the antiadaptive selection status and choose the ciphertext attack indistinguishable security.
Smart [5] first introduced the concept of multi-receive key encapsulation (KEY) in 2004. The program uses a number of public keys for the KEM scheme as input, combined with the data encapsulation mechanism (DEM), so that the entity can send a single plaintext message to a receiver set. Subsequently, Bentahar et al. Extended the concept of key encapsulation to identitybased cryptography primitives, who proposed a general construction method based on identity key encapsulation (ID-KEM). In 2005, Barbosa and Farshim [6] proposed in conjunction with the identity key encapsulation and multi-recipient key encapsulation in order to deduce the identitybased multi-recipient key encapsulation (ID-KEM). Meanwhile, Several elegant revocation constructions [7, 8, 9, 10] have been proposed.
Combining with the character of bilinear group under DH hypothesis, we propose a recipient anonymous key encapsulation scheme that can protect the recipient's privacy. The random oracle is derived from Gap-BDH difficulty hypothesis，and we formally prove that the proposed scheme satisfies confidentiality and anonymity. Compared with the program based on identity of the anonymous broadcast that Hur et al [11] proposed we show the high efficiency and better security of the scheme in this paper.
Preliminaries
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Several Difficult Assumptions of Diffie-Hellman
To determine the help of Diffie-Hellman oracle: Given the value ( , , ,R) 
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Identity-Based Encryption
The Definition of Identity-Based Encryption
The identity-based encryption mechanism consists of our polynomial time probability algorithms that are Setup, Extract, Encrypt and Decrypt.
Setup The setup algorithm additionally chooses the security parameters k , then return the system Public Params and the master-key of system. System public parameters including: Limited description of the message space M and description of the ciphertext space C . Only PKG knows the secret key that stored in the master key secretly named master-key，and open parameters of the system params is announced.
Extract The Extract algorithm generates the corresponding private key for the public key ,and inputs params、master-key and As mentioned，I hope that the algorithm must meet the consistency condition, that is, when the private algorithm is generated by the public key corresponding to the private key, the following calculation established:
Security Definition
The security definition is based on the choice of identity under the choice of indivisible ciphertext attack (IND-sMID-CCA) and the identity of the selected ciphertext attack under the anonymous security (ANON-IND-sMID-CCA). 
Description of AIBKE Program
In this section we propose a new multi-receive anonymous identity encapsulation scheme through using anonymous identity negotiation technique. The new program not only satisfies anonymity, but also has more security, higher algorithm efficiency and shorter ciphertext.
The AIBKE was made up of following four algorithms:
1) Initialization ( ) k : Inputting the security parameter k to obtain a bilinear mapping group system { } 
Security Analysis
The study will be extended to the chosen ciphertext attack [13, 14] under security model by selecting plaintext attack status that Hur et al [12] proposed. We analysis the security of the proposed scheme based the hypothesis of Gap-BDH.
We assume k is a safety parameter, exist a probable polynomial time of the IND-sMID-CCB attacker A, runtime τ . 
Conclusion
This study is based on stochastic models and Gap-BDH assumptions, and an identity-based anonymous encryption scheme is constructed under the union of bilinear groups The study satisfies the confidentiality and anonymity of the choice of ciphertext attack under the choice of identity model. In the future era of rapid development of communications technology, it will put forward higher requirements in identity based on encryption design.
